











HET GAAT OM INFORMATIE
* Informatie is belangrijk voor het functioneren van een
organisatie

* Informatie wordt gegenereerd, gebruikt, bewaard,
ontsloten, verwijderd

* Informatietechnologie speelt hierbij een belangrijke rol

» Technologie dringt steeds dieper door in alle aspecten
van de organisatie en het persoonlijke leven

Welke voordelen brengen technologie en informatie voor organisaties?



HET GAAT OM INFORMATIE

Organisaties en bestuurders

» Gebruiken informatie om beslissingen te nemen

« Wi

* Willen betrouwbare en efficiente toepassing van de
toepassing van IT

en opbrengsten zien van de investeringen in IT

 Willen een acceptabel (eigenlijk geen) risico voor IT

* Verwachten lage kosten voor IT-services en technologie

Hoe kunnen de voordelen worden gerealiseerd en opbrengsten genereren voor de stakeholders?



HET GAAT OM INFORMATIE

» Governance en management van informatie en
technologie is belangrijk

» Management dient informatietechnologie als een
belangrijk onderdeel van de organisatie te zien

 Externe wet- en regelgeving alsmede contracten vereisen
een steeds betere beheersing.

COBIT 5 zorgt voor een integraal kader waarmee organisaties hun doelen
kunnen nastreven en tevens kunnen zorgen voor een goede besturing en
management van de IT




HET GAAT OM INFORMATIE

» COBIT 5 helpt organisaties om het optimum te vinden
voor IT door een evenwicht te zoeken tussen risico’s en
Inzet van resources enerzijds en de opbrengsten
anderzijds.

» COBIT 5 zorgt voor het end-to-end besturen en managen
van de IT binnen een organisatie

* De principes en gebieden van COBIT 5 zijn generiek en
kunnen op alle organisaties worden toegepast




COBIT 5 PRINCIPES

COBIT 5
Principles

4.Enabling a 3. Applying a

Single
Holistic

Integrated
Approach Framework
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3. Organisational 4. Culture, Ethics

Structures and Behaviour

B. Services, 7. People,
5. Information Infrastructure Skills and
and Applications Competencies




Figure 2—COBIT 5 as it Relates to Information Security

Section [l, Chapter 3
Detailed Guidance: Appendix B

Information Security-specific
Organisational Structures

* Chief information security officer (CIS0)

* Information security steering committee (ISSC)
* |nformation security manager (ISM)

* (Other related roles and structures

Section Il, Chapter 4
Detailed Guidance: Appendix C

Adapting GOBIT 5 for Information Security

to the Environment
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Section Il

COBIT 5 ENABLERS
Organisational Culture, Ethics
Processes Structures and Behaviour

Principles, Policies and Frameworks ‘

Desired Information Security-specific
Culture, Ethics and Behaviour

* nformation security is practiced in daily operations.

* People respect the policies and principles.

s Pegple are provided with sufficient and detailed guidance,
and are encouraged to participate in and challenge the
current situation.

* Everyone is accountable for protection.

= Stakeholders identify and respond to threats to the enterprise.

= Management proactively supports and anticipates innovations.

* Business management engages in continuous
cross-functional collaboration.

= Executive management recognises the business value.

Section Il, Chapter 5
Detailed Guidance: Appendix D
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Section Il, Chapter 2
Detailed Guidance: Appendix A

Information Security-specific
Information Types

* [nformation security strategy

* Information security budget

+ [nformation security plan

* Policies

* [nformation security requirements
* Awareness material

+ [nformation security review reports
* [nformation risk profile

+ [nformation security dashboard

Section Il, Chapter 6
Detailed Guidance: Appendix E

Information Security-specific
Services, Infrastructure and Applications

 Provide a security architecture.

* Provide security awareness.

* Provide secure development.

* Provide security assessments.

* Provide adequately secured and configured systems.

* Provide user access and access rights.

* Provide adequate protection against external attacks and intrusion attempts.
* Provide adequate incident response.

* Provide security testing.

* Provide monitoring and alert services.

Section Il, Chapter 7
Detailed Guidance: Appendix F

Information Security-specific
People, Skills and Competencies

* [nformation security govenance

 [nformation security strategy formulation

= [nformation risk management

» |nformation security architecture development

* [nformation security operations

 [nformation assessment and testing and compliance

Section Il, Chapter 8
Detailed Guidance: Appendix G




GOVERNANCE (EDM)

Zorgt ervoor dat de doelen van de organisatie worden
behaald door:

 Evalueren
Wat wil de stakeholder en hebben we de goede condities en keuzes

* Dirigeren
Wat zijn de prioriteiten en de keuzes

* Monitoren
Hoe gaat het met performance, compliance en voortgang ten aanzien van de
gemaakte afspraken




MANAGEMENT (PBRM)

Zorgt ervoor dat de interne doelen worden behaald door:

HEER
* Bouwen

 Runnen

Monitoren




COBIT 5 Referentiemodel

Evaluate Direct and Monitor (EDM)

Governance of Enterprise IT

EDMO01 Ensure
Governance EDMO02 Ensure EDMO03 Ensure Risk EDMO04 Ensure EDMOS Ensure
. y " A Resource Stakeholder
Framework Setting Benefits Delivery Optimisation A
N Optimisation Transparency
and Maintenance
Management of Enterprise IT
Align, Plan and Organise (APO) Monitor,
Evaluate and
APO“UALI':’;'L?::G 'T AP0 Manage A";]“ér":;'s‘gge APOD4 Manage APO05 Manage APO0G Manage APO07 Manage Assess (MEA)
Framework Strategy Architecture Innovation Portfolio Budget and Costs Human Resources
MEAO01 Monitor,
AP00§ Man_age AEOOQ Manage APO10 N!anage APO11 Manage APO12 Manage Risk APO13 M'Tmage Evaluate and Assess
Relationships Service Agreements Suppliers Quality Security Performance and
Conformance
Build, Acquire and Implement (BAl)
MEAO02 Monitor,
BAI01 Manage BAI02 Manage B’:m’:g::ge BAI04 Manage BAI05 Manage BAGG M BAI07 Manage Evaluate and Assess
Pprogrammes and Requirements dentification and Availability and Organisational ch anage Change Acceptance The System of
Projects Definition Build Capacity Change Enablement anges and Transitioning Internal Control
MEAO03 Monitor,
BAI08 Manage BAI09 Manage Assets BAI1(_) Man._age Evaluate and Assess
Knowledge Configuration Compliance With
External
Requirements
Deliver, Service and Support (DSS)
DSS01 Manage DSS02 Manage DSS03 Manage DSS04 Manage DSS05 Manage DSS06 Manage
Operations Service Requests and Problems Continuity Security Services Business Process
Incidents ¥ Controls




EDM03.02
Direct
Risk Management

APO04 Manage Innovation

APOO6 Manage Budget and
Costs

‘B/CAO

B/CIE

DSSO1 Manage Operations

BAIO4 Manage Availability
and Capacity

DSS02 Manage Service
Requests and Incidents

EDM0D5.02
Direct
Stakeholder reporting
requirements

EDMO2.02
Direct value
optimisation

APO11 Manage Quality

APOO7 Manage Human
Resources

DSS03 Manage Prob

MEAO3 Monitor, Evaluate

BAIO9 Manage Assets and Assess Compliance
. With External

APO12 Manage Risk APO13 Manage Security

APOO8 Manage

Relationships APO10 Manage Suppliers

MEAO1 Monitor, Evaluate
and Assess Performance

- '- = “
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GESCHIEDENIS COBIT

Governance of Enterprise IT

IT Governance

Management ‘

Evolution of scope

Control ‘
Audit

CoBIT1 COBIT2 COBIT3 CoBIT4.0/4.1 COBIT5

1996 1998 2000 2005/7 2012




COBIT IS EEN ALGEMEEN MODEL

ISO 270 9 2




KEUZE VAN VERSIE
COBIT 4.1 COBIT 5

Complete set beschikbaar Scheiding Governance/management
Goede ondersteuning Betere beschrijving van processen
Cursussen RACI op managementpractices
Boeken Nieuwste inzichten verwerkt
Templates Integraal aandacht voor risico- en value
Tooling management
Veel mappings beschikbaar Transitietabellen van 4.1 naar 5

Hanteert ook CMM-volwassenheid




COBIT-PRODUCTEN -
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EISEN VAN STAKEHOLDERS

Stakeholder
Needs

Governance Objective: Value Creation

Benefits Risk Resource
Realisation Optimisation Optimisation




Stakeholder Drivers
(Environment, Technology Evolution, ...)

DOELENHIERARCHIE

(" Influences )

Stakeholder Needs

Benefits Risk Resource
Realisation Optimisation Optimisation

Enterprise Goals

Enabler Goals



DE HELE ORGANISATIE

Governance Objective: Value Creation

Benefits Risk Resource
Realisation Optimisation Optimisation

Governance (Fovernance
Enablers Scope

Roles, Activities and Relationships




ROLLEN ACTIVITEITEN EN RELATIES

Roles, Activities and Relationships
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SCHEIDING GOVERNANCE VAN MANAGEMENT

Business Needs

Y

Governance

Evaluate

!

Direct Management Feedback Monitor

/| X
' Management

Plan
(APO)




PROCESSEN
WORDEN
VERDER
UITGEWERKT

Arex: Management
Domaire: Deliver, Sarvica and Support

Profect enterprisa information to maintzin e kvel of informeation security risk acceptable to the entamrise in accordance with Sie sacurity policy.
Eztablizh and maintain informetion sscurity roles and access privilegas and periorm security monitaring.

Process Purposa Statemeant

Minimisa the business impact of operational information security vuinershilities and incidents

The process supports the achievement of a sat of primary IT-related goals:

[T-related Goal

Related Metrics

02 M complianca and support for business compliance with extemal laws
and regulations

* [g=1 of [T non-compliance. including satilements and fings. and the
impact of reputational lass

* Number of [T-refated non-complance ssues neporad to the board or
causing public commean? or embaTzsment

* Number of non-compliznce Bsues rekxting to contractual agreamients
with T servica providers

* Cowerage of compliance assessments

04 Mamaged [T-relaied business risk

* Percant of critical business procassas, T sanvices and [T-enabled
businass projrammes covenesd by risk assassmant

* Number of significant M-rakatad incidants that wera not identifiad in
risk assassment

* Percant of enterprisa risk assassments including [T-ralatad risk

* Freguency of updats of risk profile

10 Security of information, processing infrastructure and applications

* Number of sacurity incidems causing financial ks, busingss disruption
or public embamas=ment

= Number of IT servicas with owstanding sacurity raquiraments

* Time i grant, change and remaowva accass pavilegas, compared B
agreed-on sarvica levals

* Freguency of securiy assessmant againet lates: standares
and guidelnes

Process Goals and Metrics

Process Goal

Related Metrics

1. Metworks and communications sscurity maet business neads.

* Number of vuinarabilitias discovared
* Number of firewall breaches

2 Informeation processed on_ shored on and fransmitted by endpoin
devices is profecied.

= Percan? of individuals receiving awaraness training ralaging to wse of
endpoint devices

* Number of incidants inwakving andpaint devicas

* Number of urawthorzed devices detectad on the netwerk or in the
end-wser environment

3. All usars are uniquely identFiabla and have access rights in acoordance
with their buzinass role

» Mvorage ime betwean changa and update of accounts
* Number of accounts five. number of aufonsed usars's4afi)

4. Priysical measures have bean implementad 1o profact informagon from
unauoised accass, damage and intarferance whan being processad
siored or ransmitbed

* Perzant of pariodic tests of environmental security devices
= Ayerape rating for physical sacurily assessments
* Number of physical security-related incidents

5. Electronic information is properly securad whan stored, transmitted
Of Diestroyed.

* Number of incidants refating %0 unautherised access to informaton




PROCESSEN
WORDEN
VERDER
UITGEWERKT
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Processen m Processen

Management
Practices

Activiteiten




Business

goals

Domein 1

Management
Practices

Activiteiten

Domein N

Processen




# Programme management
{outer ring)

# Change enablement
imiddle ring)

# Continual improvement life cycle
{inner ring)







TLASTING







COBIT ZOALS BEDOELD

 (Gaat uit van de ‘business’, voor ons is dat de
Belastingdienst

» Biedt good-practices vanuit verschillende modellen
* Heeft de laatste trends meegenomen

« Zoom in op het deel waarvoor je het gebruikt

* Gebruik wat je nodig hebt

» Pas het aan naar eigen inzicht




COBIT ZOALS BEDOELD

Niet:
* Alles rucksichtlos invoeren wat COBIT schrijft

Maar:

* Kijk naar de delen die je nodig hebt en hoe je die wilt
toepassen.




DAAROM DE VOLGENDE ROUTE

 Nulmeting om te kijken wat we al van COBIT doen
 Daarna besluiten wat we wel en niet willen

* Welk deel willen we gebruiken voor ons In Control
Statement?

* Op welke onderdelen willen we verbeteren

 Hoe willen we voortdurend volgen dat alles werkt?

COBIT kan worden gebruikt om onze besturing verder op orde te
brengen 3%



DE NULMETING

Voor de nulmeting is ingezoomd op B/CAO

Gekozen is voor de delen waarvoor Head Development
volgens COBIT Accountable of Responsible is

Head Development

Daar waar er meer

R’s staan, geldt alleen
net gebied van B/CAO
voor management-
practice

nfrastructuur hoort in COBIT-termen ook tot de taken van

AP012 RACI Chart

HEGNOEED ﬂlﬂ
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COBIT 5 Referentiemodel

Evaluate Direct and Monitor (EDM)

EDMO01 Ensure
Governance

Framework Setting
and Maintenance

EDMO02 Ensure

Benefits Delivery

| Align, Plan and Organise (APQ)

APO01 Manage the IT

APO03 Manage

EDMO03 Ensure Risk

Optimisation

EDMO04 Ensure
Resource
Optimisation

EDMO05 Ensure

Stakeholder
Transparency

Governance of Enterprise IT

Management of Enterprise IT

Monitor,
Evaluate and
Assess (MEA)

MEAO01 Monitor,
Evaluate and Assess
Performance and
Conformance

MEAO02 Monitor,
Evaluate and Assess
The System of
Internal Control

AP002 Manage N APO04 Manage APO05 Manage APO06 Manage APQ07 Manage
Management Enterprise N .
Framework Strategy Architecture Innovation Portfolio Budget and Costs Human Resources
APO08 Manage AP0O09 Manage APO10 Manage APO11 Manage . APO13 Manage
Relationships Service Agreements Suppliers Quality APO12 Manage Risk Security
L
I . .
Build, Acquire and Implement (BAI)
BAI01 Manage BAI02 Manage BAI03 Manage BAI04 Manage BAI05 Manage BAI07 Manage
N Solutions - . BAI06 Manage
Pprogrammes and Requirements |dentification and Availability and Organisational Ch Change Acceptance
Projects Definition Build Capacity Change Enablement anges and Transitioning
BAI08 Manage BAI09 Manage Assets BAI1(? Man.age
Knowledge Configuration

DSS01 Manage

Operations

Deliver, Service and

Support (DSS)

DSS02 Manage
Service Requests and
Incidents

DSS03 Manage
Problems

DSS04 Manage
Continuity

DSS05 Manage
Security Services

DSS06 Manage
Business Process
Controls

MEAO03 Monitor,
Evaluate and Assess
Compliance With
External
Requirements




Daarom de volgende route

* Nulmeting om te kijken wat we al van COBIT doen

e Daarna besluiten wat we wel en niet willen

 Welk deel willen we gebruiken voor ons In Control Statement?
* Op welke onderdelen willen we verbeteren

 Hoe willen we voortdurend volgen dat alles werkt?

COBIT kan worden gebruikt om onze besturing verder op orde te brengen
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De nulmeting

Voor de nulmeting is ingezoomd op B/CAO

Gekozen is voor de delen waarvoor Head Development
volgens COBIT Accountable of Responsible is

Infrastructuur hoort in COBIT-termen ook tot de taken

van Head Development T

Daar waar er meer
R’s staan, geldt alleen
het gebied van B/CAO
vOOor management-
practice




Governance of Enterprise IT

Evaluate Direct and Monitor (EDM)

EDMO1 Ensure
Governance EDMO02 Ensure EDMO3 Ensure Risk
Framework Setting Benefits Delivery Optimisation
and Maintenance

EDMO04 Ensure EDMOS5 Ensure
Resource Stakeholder
Optimisation Transparency

Management of Enterprise IT

Align, Plan and Organise (APO)

APOO01 Manage the
IT Management
Framework

APOO03 Manage
Enterprise
Architecture

APO02 Manage
Strategy

APO04 Manage
Innovation

APOO5 Manage
Portfolio

APO06 Manage
Budget and Costs

APOO07 Manage
Human Resources

APO08 Manage APO09 Manage APO10 Manage
Relationships Service Agreements Suppliers

APO11 Manage
Quality

APO12 Manage Risk

APO13 Manage
Security

Build, Acquire and Implement (BAl)

BAIO3 Manage
Solutions
Identification and
Build

BAIO1 Manage BAIO2 Manage
Pprogrammes and Requirements
Projects Definition

BAIO8 Manage BAI09 Manage BAI10 Manage
Knowledge Assets Configuration

Deliver, Service and Support (DSS)

DSS02 Manage
Service Requests
and Incidents

DSS01 Manage
Operations

DSS03 Manage
Problems

BAIO4 Manage
Availability and
Capacity

DSS04 Manage
Continuity

BAIO5 Manage
Organisational
Change Enablement

DSS05 Manage
Security Services

Monitor,
Evaluate and
Assess (MEA)

MEAO1 Monitor,
Evaluate and Assess
Performance and
Conformance

BAIO6 Manage
Changes

BAIO7 Manage
Change Acceptance
and Transitioning

MEAO02 Monitor,
Evaluate and Assess
The System of
Internal Control

DSS06 Manage
Business Process
Controls

MEAO3 Monitor,
Evaluate and Assess
Compliance With
External
Requirements
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DE NULMETING

SELFASSESSMENT MET ONDERBOUWING

* Eerste slag meten aan de hand van COBIT
 B/CAO begint niet op nul

 Waar voldoet B/CAO zonder meer
Dat is kandidaat om opgenomen te worden in het In

Control Statement
Rekening houdend met volwassenheid en de hoeveelheid

werk
 Waar zitten verbeterpunten
» Toepassen van risicomanagement




EVALUATIE NULMETING

Het kost veel energie om COBIT te implementeren
Samenspel van stakeholders

Het duurde lang voordat er een goed commitment was
Ik wilde aanvankelijk te snel

Ondersteuning van het management is essentieel
Weerstand is soms lastig te managen

Auditor kan soms ‘lastig’ zijn en teveel vragen

Op zich zijn de vragen terecht, maar het kan het interne proces onbedoeld frustreren







Nulmeting
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Specifieke
invulling voor

Inclusief Control Inclusief Control
Framework Framework
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